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T
he Internet of Things (“IoT”) has
become one of the most important
technology trends in an

increasingly hyperconnected world. The
rise of IoT technology is widespread and
growing at a rapid pace because of access
to low-cost/low-power sensor
technology, higher processing capability
packed into smaller chips, easy Internet
connectivity, and the availability of cloud
platform infrastructure. 

IoT components, systems and
services, however, can expose providers
and users to export requirements and, in
the event of non-compliance, significant
potential civil and criminal penalties. The
use or storage of export-controlled
software or data on cloud servers, for
example, could subject the user (and in

some cases the service provider) to
export compliance obligations.
Moreover, components requiring repair
and replacement individually could be
controlled with greater sensitivity than
the end product into which they are
incorporated. This article provides an
overview of the US export control
framework applicable to IoT as well as a
discussion of compliance best practices.

IoT overview
IoT technology consists of web-enabled
smart devices embedded with software,
sensors, and communication hardware
for the purpose of collecting, analyzing,
and exchanging data with other devices
and systems over the Internet. IoT
sensors or devices share and analyze

collected data by connecting to the cloud
or a local area network and
communicating externally. Connected
things now range from smart wireless
sensors in home appliances, remote
industrial equipment, autonomous
vehicles and their supporting civil
infrastructure, and robotics used to
execute tasks in warehouses and
neighborhood food delivery. Market
analysts project that the global IoT
market size may increase from $478.36
billion in 2022 to $2,465.26 billion by
2029. With more than 10 billion
connected IoT devices today, experts are
expecting this number to grow to more
than 29 billion by 2030. 

A key aspect of IoT is the ability to
share and collect data with minimal
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human intervention, enabling seamless
communication and access from
anywhere to data and services that may
be located somewhere else. Cloud-based
communication and collaboration tools,
data control and exchange, and cloud
computing/storage enable enterprises,
government agencies, universities, and
individuals to automate diverse
processes virtually in the cloud. In
support of that function, cryptography —
including encryption and decryption of
data in transit and at rest — is an essential
part of IoT design and security.
Companies that work with encryption
commodities, software, or technology in
the context of IoT should be aware of the
potential export control implications,
although IoT end products often tend to
be excluded from encryption controls.

However, decontrol under the
encryption rules is not the end of the
story for export controls on IoT systems.
Companies working with advanced
sensors and processors embedded in IoT
products need to be alert to the export
controls that can apply to those
components as they are developed,
configured, or repaired/replaced on an
individual basis. Moreover, if IoT
equipment or software is specially
designed for use in a controlled
application, that end use may determine
the export control status of the item.
Finally, even if an IoT system is not itself
subject to export controls, the data that it
processes could be, and both users and
hosts of the system need to be alert to that
possibility when operating IoT
equipment in technologically sensitive
environments.

US export regulations
The Export Administration Regulations
(“EAR”) — implemented by the Bureau
of Industry and Security (“BIS”) —
regulate exports, re-exports, and in-
country transfers of items (including
hardware, software and technology/
technical data) subject to US jurisdiction.
Items subject to the EAR include all items
in the US (including on US servers), all
US-origin items wherever located
(including software compiled in the US),
foreign-made products that incorporate
controlled US-origin content above a de
minimis threshold, and certain foreign-
made products that are a direct product
of certain controlled US-origin
technology, software, plants or
equipment. 

If an item is subject to the EAR, it does
not necessarily mean that a license will be
required to conduct an export. Rather, a

combination of factors will determine the
licensing requirements: level of control
(indicated through the item’s export
control classification number or
“ECCN”), end use, end-user, and
destination of the product. In addition,

certain items may qualify for a license
exception, which allows for exports
subject to certain conditions, such as
reporting requirements. 

The EAR regulate encryption items
under Category 5, Part 2 of the
Commerce Control List. Other relevant
controls for IoT products and
components may include robotics in
Category 2, processors and other
electronics in Category 3, computing
equipment in Category 4, modems and
other communications devices in
Category 5, Part 1, various sensors in
Category 6, and items used in navigation
or positioning in Category 7.

IoT exclusions from export controls
Historically, encryption export controls
captured any item that used encryption,
even if that encryption was ancillary to
the product’s main purpose. In recent
years, IoT items that use encryption have
been largely released from encryption
controls. First, the general encryption
controls set forth in ECCN 5A002.a only
apply if the item uses cryptography for

data confidentiality purposes. Per the
technical notes to ECCN 5A002.a, data
confidentiality excludes data integrity
(meaning, the lock-down of information
to prevent its manipulation or
contamination); data integrity is a
common purpose of encryption in IoT
applications. 

Second, even for items that use
cryptography for data confidentiality,
such as securing the transmission of data
to and from a device, the item still can be
excluded from control if its primary
function is not information security,
communications or networking,
computing or storing/processing
information. BIS has published web
guidance1 providing examples of items
that may be excluded from encryption
controls, which include common IoT
applications:

l Consumer applications

m printers, copiers, scanners, digital
cameras, Internet cameras –
including parts and sub-assemblies

m household utilities and appliances

l Business/systems applications:
systems operations, integration and
control

m business process automation –
process planning and scheduling,
supply chain management,
inventory and delivery

m transportation – safety and
maintenance, systems monitoring
and on-board controllers (including
aviation, railway, and commercial
automotive systems), “smart
highway” technologies, public
transit operations and fare
collection, etc.

m industrial, manufacturing or
mechanical systems – including
robotics, plant safety, utilities,

Assuming a company is 

able to remove its IoT

product from encryption

controls, that does not

necessarily mean that it

automatically defaults to a

classification of EAR99.



15 Export Compliance Manager Issue 27

INTERNET OF THINGS

factory and other heavy equipment,
facilities systems controllers such as
fire alarms and HVAC

m applied geosciences – mining/
drilling, atmospheric sampling/
weather monitoring, mapping/
surveying, dams/hydrology

Even if a company’s end product may
be removed from encryption controls on
the basis that it only uses encryption for
limited functions such as data integrity,
or the product’s primary purpose is as an
industrial equipment or household good,
the company should be alert that the
encryption components themselves still
could be subject to control when
developed or sold independently.

Other export control considerations
for IoT
Assuming a company is able to remove
its IoT product from encryption controls,
that does not necessarily mean that it
automatically defaults to a classification
of EAR99, meaning not controlled on the
Commerce Control List (“CCL”). Once
encryption controls have been ruled out,
the company still needs to evaluate
whether the item meets the control
criteria under any other ECCN or
whether it is specially designed for a
controlled application.

For example, Category 2 of the CCL
covers various types of industrial process
equipment. ECCN 2B997 covers robots
not controlled by ECCNs 2B007 or 2B207
(relating to robotics used in nuclear,
explosives and other extreme
environmental conditions) that are
capable of employing feedback
information in real-time processing from
one or more sensors to generate or
modify programs or to generate or
modify numerical program data. A robot,
in turn, is defined by the EAR as a
manipulation mechanism, which may be
of the continuous path or of the point-to-
point variety, may use sensors, and has
all the following characteristics: 

a) Is multifunctional;
b) Is capable of positioning or orienting

material, parts, tools or special devices
through variable movements in a
three-dimensional space;

c) Incorporates three or more closed or
open loop servo-devices that may
include stepping motors; and

d) Has user-accessible programmability

by means of teach/playback method
or by means of an electronic computer
that may be a programmable logic
controller, i.e., without mechanical
intervention.

While robots may employ the use of
encryption in support of its
communications or processing features,
when taken altogether, the end use

application of the robot may be
industrial, occupational, security, or
entertainment and, thus, could be
controlled under ECCN 2B997 instead of
the encryption controls in Category 5,
Part 2.

Companies involved in development
of IoT applications also need to be alert to
the potential for export controls on
specific components within their end
product. For example, a thermal imaging
camera used to collect data that is then
reported over a network by a smart
industrial device could be subject to
control under ECCN 6A003, which
involves robust export authorization
requirements. Shipments of the camera as
a standalone item for replacement or
repair could be subject to an export
license requirement that might not
otherwise apply once the camera is fully
incorporated as a component into the end
product. Moreover, collaboration
between the product development team
and the camera vendor, to customize the
product or discuss test results from the
evaluation process, could release
technology about that camera, which
may require an export license for certain
foreign nationals working on the project. 

As another example, a company
might provide IoT equipment or software
that is not itself controlled, but that is
used in industrial applications that could
be subject to restrictive export controls –
such as the facilities that contrast defense
articles or nuclear power facilities. If the
company is receiving and hosting the
customer’s data, or sending employees
on site to inspect and support the IoT
items, they could be dealing in export-
controlled data. It is important in those
contexts to request information from the
customer about the export control status
of their activities in order to provide

support that is compliant with trade
controls. 

Even if no sensitive components or
technologies are involved, items
classified under EAR99 are still subject to
catch-all controls applicable to all items
under the EAR: 

l embargoed countries and regions,
currently including: Cuba, Iran,
North Korea, Syria, and the Crimea,
Donetsk People’s Republic and
Luhansk People’s Republic regions of
Ukraine;

l restricted parties on BIS’ various lists
(e.g., Entity List, Denied Persons List,
Military End Users in Russia and
Belarus); and

l restricted end uses, such as nuclear,
chemical and biological weapons
development, missile/rocket systems,
military-intelligence, and
supercomputing facilities in China.

Finally, regardless of whether a
product is subject to US export
jurisdiction, trade compliance
professionals should track whether a
transaction, including the provision of
services, falls within the scope of US
Department of the Treasury’s Office of
Foreign Assets Control (“OFAC”)
sanctions-related restrictions. Under
OFAC’s sanctions, US persons are
prohibited from engaging in financial
transactions, services, or any other
dealings with embargoed jurisdictions, as
well as specific entities and individuals
identified on the Specially Designated
Nationals and Blocked Persons List
(“SDN List”). This could apply to the
provision of IoT support services, even
where no item is being exported.

Conclusion
IoT users and providers should be aware
that there are many potential touchpoints
for export controls beyond the control
status of the ultimate end product,
including controls on component items,
customers’ data, and end use restrictions.
Companies operating in the IoT space
need to take a holistic assessment of their
components, development process, and
customers’ end use to assess the scope of
applicable controls. n
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1 See https://www.bis.doc.gov/index.php/policy-
guidance/encryption/2-items-in-cat-5-part-2/a-5a002-a-
and-5d002-c-1/iv-5a002-a-1-a-4
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